Nonlinearity is a crucial requirement for the substitution boxes in secure block ciphers. In this letter, we calculate the probability of linearity in any nonzero linear combination of the output coordinates of a randomly selected regular substitution box.
Introduction
Gordon and Retkin [1] calculated the probability that any of the output coordinates of a random, reversible substitution box (i.e., a permutation) is an affine function.
After both differential cryptanalysis [2] , and linear cryptanalysis [3] were introduced, it was realized that the cryptographic strength of a multi-output function depends not only on the strength of its individual output coordinates but also on the strength of every nonzero linear combination of these coordinates [4] .
One requirement in substitution-box (s-box) design is to have a regular s-box (also known as a balanced s-box). This means that each output symbol should appear an 1 equal number of times when the input is varied over all possible values.
In this letter, we calculate the probability that any nonzero linear combination of the output coordinates of a regular s-box is an affine function.
At first, we will enumerate the number of ways in which we can construct a regular n 2 m s-box (described by the multi-output boolean function f(X) : Z X's in a given set are assigned the same common value of these k bits. We still need to assign the remaining n 0 k output bits for each X. Each X within a given set must be assigned a distinct n 0 k tuple of the remaining output bits for 2 n0m times, each set can be assigned in The number of ways one can choose l coordinates of 8 such that k of them are linearly independent is equivalent to the number of l 2 m binary matrices (without taking the order of rows into account, i.e., two matrices with the same rows but in different orders are counted once) with nonzero distinct rows which have rank k. This is given by [5] , [6] LI(m; l; k) = m k From the above argument, it is clear that the number of ways to construct certain k linearly independent coordinates of 8 from affine functions is also given by R(n; m; k). 
Conclusion
We have derived an exact expression for the number of regular s-boxes with the property that one or more of the nonzero linear combinations of its output coordinates is affine. From the above, it is clear that this fraction decreases dramatically with the number of inputs. 4 
